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Purpose 



Since 1949, the United States and its allies have controlled the export, of 
militarily significant, commercial products to the Soviet bloc. Beginning 
in 1977, the Congress directed that such products not be controlled if 
they are freely available to the Soviet, bloc from other countries- 
known as "foreign availability"— unless the President determines that 
national security requires such control. 

The Department of Commerce is responsible for administering the for- 
eign availability program. This report examines the process of con- 
ducting foreign availability assessments. 



Background 



The Export Administration Act, as amended in 1977 and 1979, and the 
Export Administration Amendments Act, of 1985 provide for decontrol- 
ling goods and technology because of foreign availability. The 1985 act 
was driven by congressional interest in reducing the number of products 
and related technologies subject to export control. Foreign availability 
studies fall into two basic categories: reviews and assessments. Reviews 
are Department of Commerce in-house analyses used as part of the 
annual review of the U.S. control list. 1 Assessments, which are analyses 
that can lead to decontrol independent of the list review process, con- 
form to the legal requirements of the 1985 act and are to be performed 
in accordance with foreign availability regulations. 

Through July 1987, Commerce had initiated 38 reviews and 35 assess- 
ments. Nine of the foreign availability assessments were completed, and 
26 were in process. Of the completed nine, two resulted in decontrol 
based on foreign availability. In three instances, Commerce reinter- 
preted the existing controls and decided that there were no licensing 
requirements. In the remaining four cases, Commerce found that foreign 
availability did not exist and that continued licensing was t herefore 
required. 



Results in Brief 



Commerce's foreign availability procedures have three principal weak- 
nesses that limit their effectiveness: 



Commerce takes too long to process foreign availability determinations 
because of difficulties in obtaining necessary information and because of 



Sort ion !Xc\:n of tin- act mitiiros that the Secretary of Commerce review the !' S. mntrnl list ;n k;ls! 
once each year to make necessary revisions to the list, including additions and deletions. 
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its reluctance to finalize determinations without the concurrence of the 
Department of Defense. 

There is a lack of information-sharing between Commerce and Defense. 
Commerce's regulations do not. specify what information will satisfy its 
criteria for determining foreign availability. 



Principal Findings 



Time to Determine Foreign 
Availability 



Commerce consistently takes considerably longer to make determina- 
tions than the 90-day processing time envisioned in the Export Adminis- 
tration Act and the regulations. Processing time for the nine completed 
cases averaged Hi months. Incomplete cases had been in process up to 
47 months as of July 1987. Since the Congress has directed that the 
United States not control goods that are freely available to the Soviet 
bloc, these long processing times for determining foreign availability 
slow achievement of this objective. 

The extended processing times result from ( I ) difficulties in obtaining 
the necessary evidence and (2) Commerce's reluctance to publish a 
determination when there is disagreement with Defense. Though there 
have also been delays in publishing determinations when Commerce and 
Defense agree. Commerce appears to be especially reluctant to publish 
without Defense concurrence. The 19S5 act requires "consultation" with 
Defense. While Commerce believes ir. has the authority to make determi- 
nations despite Defense objections, it appears to be reluctant to exercise 
that authority. 

Legislation passed by the House (U.K. ')) and Senate (S. 1420) and now 
in conference imposes deadlines for making foreign availability determi- 
nations. This legislation dictates that if no determinations are published 
by the deadline, an export license is not required. If enacted, such dead- 
lines will require Commerce to expedite its research and overall 
decision-making process. 



Potential Information 
Sharing Improvements 



Neither Commerce nor Defense fully shares the evidence it develops in 
assessing foreign availability in the consultation process. At, present, 
Commerce and Defense are at an impasse concerning access to Com- 
merce's evidence. Commerce has offered to allow Defense to review its 
evidence at Commerce offices, but Defense maintains that it lacks the 
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resources to do so and wants Commerce to provide copies of its evi- 
dence. Also, although Defense acknowledges the need for improved 
information-sharing. Commerce maintains that Defense is not sharing 
information. 

Until recently, Commerce did not make sufficient efforts to obtain avail- 
able evidence and access to the technical staff of other agencies when 
initially developing its evidence. Other agencies, which could provide 
relevant information, were generally not advised of ongoing assessments 
until they were provided with Commerce's draft assessment. Commerce 
officials, however, advised gao in July 1987 that they were beginning 
the practice of notifying other agencies when initiating an assessment 
and requesting any relevant information. The first notifications were 
sent on July 23, 1987. 



Information Used to 
Satisfy Foreign 
Availability Criteria 



According to Commerce regulations, four criteria must be met to estab- 
lish foreign availability. The foreign product must be of comparable 
quality to the U.S. item, be available-in-fact (i.e., obtainable by one or 
more of the proscribed countries), not. be of U.S. origin (i.e., not subject 
to U.S. export controls), and be available in quantities sufficient to sat- 
isfy the Soviet bloc's military needs. Commerce's regulations define each 
of these criteria. 



In the cases it reviewed, gao found that Commerce used a variety of 
evidence to support its foreign availability determinations, gao gener- 
ally found that the evidence that was used was probably what was real- 
istically available and consistent with the information identified as 
acceptable in the 1985 act. gao also found, however, that Commerce's 
regulations do not fully and explicitly state what information may be 
considered by Commerce in making foreign availability determinations 
or reflect the experience Commerce has gained in the past 2 years. Doing 
so could help enhance the quality of data and analyses provided by 
other agencies and the business community. 



Recommendations 



gao recommends that the Secretary of Commerce direct the Under Sec- 
retary for Export Administration to amend Commerce's foreign availa- 
bility regulations to fully and explicitly reflect the guidance provided in 
the 1985 act on the factors Commerce may use in determining foreign 
availability as well as to identify other evidence Commerce has found 
helpful in making such determinations. 
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gao also recommends that the Secretary of Commerce direct the I : ndcr 
Secretary for Kxport Administration and that, the Secretary of Defense 
direct the Deputy Under Secretary for Trade Security Policy to establish, 
procedures for complete information-sharing consistent, with the lf)85 
act. 



Agency Comments and 
GAO's Evaluation 



Commerce recognized and elaborated on the difficulties in processing 
foreign availability assessments but stated that it is not reluctant to 
finalize determinations despite Defense opposition. (;ao believes, how- 
ever, that such reluctance is demonstrated by the amount of lime Com- 
merce takes to finalize its decisions. Defense agrees with gao's 
conclusion and makes several observations on the foreign availability 
process, noting that it has not received any additional funds or person- 
nel to meet its consultative responsibilities. 



I loth departments concur with the need for better information-sharing. 
However, Commerce believes that it is sharing information and main- 
tains that Defense; has been unwilling to meet its information-sharing 
responsibilities under the law. Defense 1 concurs with gao's conclusion 
but notes that Commerce does not indicate what information has be>en or 
will be used to suppe>rt its assessments, gao believes that these differing 
views illustrate the impasse between the two departments. Doth depart- 
ments also concur with gao's recommendation te> amend Cednmeree-'s 
regulations to more fully reflect the kinds and quality e>f cvielerie;e Com- 
merce has found valuable in making its de'terminatmns. 

The State Department orally comnumtcel that gao's re>pe>rt is generally 
accurate, fair, and thorough. 
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Introduction 



The United States and its allies have controlled the export of militarily 
significant commercial products to the Soviet bloc since 1949 through an 
informal organization known as the Coordinating Committee for Multi- 
lateral Export. Controls (cocom). 1 Until the early 1970s, export control 
legislation authorized the control of export items regardless of their 
availability from other countries. Beginning with the Export Adminis- 
tration Amendments of 1977, however, the Congress directed that the 
President not control items available from other countries, unless he 
determined that national security required such control. 

Provisions for decontrolling goods and technology because of foreign 
availability were included in the Export Administration Act as amended 
in 1977 and 1979. The Export. Administration Amendments Act of 1985 
expanded the applicability of the foreign availability provisions. The 
Department of Commerce is required by the 1985 act to initiate and 
review claims of foreign availability on goods and technologies con- 
trolled for national security purposes. 

The 1985 amendments were driven by congressional interest in reducing 
the number of products and related technologies subject to export con- 
trols. The act included provisions that ( 1 ) Commerce's foreign availabil- 
ity division be upgraded to an office, (2) the Secretary issue regulations 
for determining foreign availability, and (3) Commerce act on Technical 
Advisory- Committee (tac)- certifications of foreign availability within 
90 days and report the results to the Congress. 



Commerce's Foreign 

Availability 

Procedures 



The foreign availability program was formally instituted in 1983 a.s a 
division of Commerce's Office of Export Adminstration. The Office of 
Foreign Availability (oka) was established on November 1 , 1985, as 
directed by the 1985 act. For fiscal year 1987, oka had a budge! of about 
$1.2 million and an authorized staff of 2(5. As of May 28, 1987, it had an 
actual staff of 19, although staffing levels were much lower prior to this 
date. Also, Commerce notes that new staff are not able to immediately 
perform to their full potential because of the job's complexity and the 
need to obtain security clearances. 



'COOOM's membership consists of North AtlanticTroaty Organization countries (except I<rl:i!ul);in<l 
Japan. Kach member country itirnr|K>r;itt-s commit iih-iiIk made 111 ('(K'OM into its mui law. and 
regulations. 

^Technical Advisory Committees are authorized by the Kxport Administration Act of li»7!», as 
amended, to advise and assist the Secret aries ol' Commerce and Defense on export control matters 
They also have the authority to niaUe ceil il'ical ions of foreign availability to the Secivlaty of ( oni 
merce, which the Secretary must then review. 



Page 8 



GAO NSIAIV8S71 Kxy>ort Controls 



Chapter ! 
Introduction 



ofa staff perform foreign availability studies to support cocom's list, 
review process, assess new and ongoing U.S. foreign policy and n;itional 
security controls, initiate decontrol actions, and recommend control 
negotiations. These studies fall into two basic categories: reviews and 
assessments. A review, an in-house analysis of the probability of foreign 
availability, is used as part of the annual review of the U.S. control list 
of both national security and foreign policy controls. An assessment, an 
analysis possibly leading to decontrol or license issuance, conforms to 
the legal requirements of the 1985 act and is performed in accordance 
with foreign availability regulations. Through July 1987, Commerce had 
initiated 38 reviews and 35 assessments. 

On December 27, 198fi, Commerce issued regulations on foreign availa- 
bility procedures and criteria, oka implements these regulations in deter- 
mining foreign availability. The major phases of an assessment are ( 1 ) 
developing evidence, evaluating it against Kxport Administration regu- 
lations, and preparing the initial draft assessment, (2) consulting with 
other agencies, principally the Department of Defense, (3) considering 
the views provided by these agencies and publishing a final determina- 
tion in the Federa l Register, and (.4 ) seeking decont ml to the Soviet bloc, 
which is referred to as West/East decontrol. 



Conducting the 
Assessment 



ofa may initiate an assessment in several ways: on its own initiative, in 
response to an allegation by an export license applicant, in response to a 
foreign availability submission for decontrol by any person or trade 
association, or upon certification by one of the Secretary's tacs. Once 
initiated, regardless of source, Commerce develops information to assess 
whether foreign availability exists. Information is sought from a variety 
of sources, including company product brochures, trade publications, 
U.S. and foreign manufacturers, users of the product, foreign govern- 
ments, and the intelligence community. To obtain information from for- 
eign firms and governments, ofa uses the U.S. & Foreign Commercial 
Service and U.S. representatives abroad, ofa analysts also visit foreign 
manufacturers and attend trade fairs. After ofa has developed and ana- 
lyzed its evidence, a draft foreign availability assessment is prepared 
and reviewed within ofa. Upon the ofa director's approval, the draft is 
sent to Defense and selected other agencies for their review as part of 
the consultation process required by the 1985 act. 



The Consultation Process 



Defense is the principal agency in the consultation process and the only 
agency with which Commerce is specifically directed to consult by the 
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act. After receiving comments on its draft, assessment, oka sometimes 
meets with Defense to resolve differences, oka and Defense may 
exchange letters in which ofa addresses Defense's comments and 
Defense provides further comments. This exchange is most common 
when oka's draft indicates that there is foreign availability, oka officials 
advised us that Defense often disputes such determinations, while to 
date it has never opposed negative determinations. 

Once ofa completes its consideration of other agencies' input and makes 
any revisions it deems appropriate, the draft assessment is sent for 
higher Commerce review, through the offices of the Under Secretary for 
Export Administration and of the General Counsel. The authority to 
make the final determination rests with the Under Secretary for Export 
Administration. 

Often, disputes are not resolved, and Commerce must make its final 
determination without reaching consensus with, Defense. The 15)85 act. 
requires consultation but does not indicate that concurrence is neces- 
sary. In the past, when there were unresolved disputes, Commerce 
sometimes consulted with the National Security Council (nsc) before 
publishing its foreign availability determination, ofa officials, however, 
advised us that in the future Commerce will consult with the nsc: only 
when an agency indicates that it will request that the President invoke 
the national security override provision of the act. This provision per- 
mits the President to maintain export controls despite a positive deter- 
mination of foreign availability if he determines that the absence of 
controls would prove detrimental to national security. The President 
must also pursue negotiations with the foreign governments involved 
for the purpose of eliminating the foreign availability. If these negotia- 
tions prove unsuccessful after 18 months;' Commerce cannot require a 
license for the export of the goods or technology involved. 



Decontrol Commerce publishes its foreign availability determinations in the Fed- 

end Register. A positive foreign availability determination is followed 
by nonce in i he Federal Register that an export license will not be 
required for West/West (i.e., free world) trade. Commerce also initiates 
action with the State Department to seek West/East (i.e., Soviet, bloc) 



' According to seel inn fi(l'X. Dot " l lie* ;ii'l, the President initially has (> months to pursue n« - >V'l ':■< i«>n:-». 
The President may extend the (i-month period an additional 12 months if the President certifies to the 
Congress that the negotiations involved are progressing and that the absence of the export rout ml 
involved would prove detrimental to the national security of the United States. Thus, the maximum 
period permitted for negotiation is 18 months. 
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decontrol in keeping with U.S. multilateral commitments. Upon 
obtaining multilateral approval, Commerce publishes notice in the Fed- 
eral Register that an export license is no longer required for West/East 
trade. 



Multilateral Control 
and Foreign 
Availability 



The 1985 act does not address how decontrol of an item based on for- 
eign availability is to be coordinated with the U.S. multilateral export 
control commitments under cooom. In October 1986 testimony before the 
Subcommittee on International Economic Policy and Trade, House Com- 
mittee on Foreign Affairs, the State Department stressed the importance 
of decontrolling products for West/East trade in conjunction with U.S. 
cocom partners. In March 1 1, 1087, testimony on the foreign availability 
program before the same Subcommittee, we agreed with administration 
efforts to seek cocom concurrence for West/East export decontrol. 

The first decontrol case based on foreign availability, involving wafer 
saws, highlighted the relationship between the foreign availability pro- 
cess and U.S. multilateral export control commitments. Commerce pub- 
lished a positive foreign availability determination in the July 8, 198(5, 
Federal Register. On July 14, 1980, it published notice that an export 
license would not be required for West/West trade. Commerce also initi- 
ated action with the State Department to seek West/East decontrol 
through cocom, a process that took 8 months and culminated in the pub- 
lication of the West/East decontrol notice in the March 18, 1987, Federal 
Register . This process included 2 months to clear the necessary cables 
directing the U.S. delegation to initiate the cocom process, due to differ- 
ences between Commerce and Defense. 



Request for and 
Results of Foreign 
Availability 



Assessments 



Through July 1987, Commerce had initiated !35 foreign availability 
assessments. Nine were completed, and 26 were in process. In two of the 
completed cases, products were decontrolled based on foreign availabil- 
ity: automatic wafer saws in March 1987 and mercury-cadmium- 
tclluride uncooled infrared laser defectors in April 1987, In 1 1 wee 
instances — involving floppy disks, Fourier transform inlrand spec 
troineters, and Fourier nuclear magnetic resonance spectrometers — 
Commerce clarified that the existing controls do not require licenses.^ 
Commerce published negative determinations on the remaining four 
products — step-and-repeat mask alignment systems, Winchester disk 
drives, aerial film, and digitally controlled office switching systems. 
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Commerce has since decontrolled controllable pitch propellers below a 
specified capacity and has published a positive finding of foreign availa- 
bility on stored program-controlled wire bonders in the Federal Register, 
both in September 1987. Notice of West /West decontrol of certain wire 
bonders was also published in the Federal Register in December 1987. 
Commerce in December 1987 also published positive findings of foreign 
availability on jig grinders and isopropyl N-(3-chlorophenyl) carbamate 
in the Federal Registe r as well as notice of West/West decontrol for cer- 
tain jig grinders. Notice of decontrol of isopropyl N-(3-chlorophenyl) 
carbamate was published in the January 5, 1988, Federal Register. 

Ten of the 35 assessments resulted from industry foreign availability 
submissions, and another 7 involved TAC certifications. Seven of the 10 
cases based on industry submissions were only recently initiated — after 
March 1987 — signifying new industry interest in the program. Company 
officials and tac members have noted that industry will not actively use 
the program unless it results in positive foreign availability determina- 
tions and subsequent decontrol. 



Objectives, Scope, and 
Methodology 



The objective of our review was to assess Commerce's procedures for 
conducting foreign availability assessments. Commerce has the statu- 
tory authority to undertake decontrol actions based on its assessments, 
while its foreign availability reviews are only one of many factors con- 
sidered in the annual U.S. control list review process. Our review 
focused on the foreign availability assessment process because of Com- 
merce's broad statutory authority. Commerce is required by the Export. 
Administration Act of 1979 and the Export Administration Amend- 
ments Act of 1985 to assess foreign availability. To understand the acts' 
background and Commerce's implementation of the 1985 act's require- 
ments, we reviewed the legislative history of the acts and Commerce's 
regulations as published in the Federal Register . We also discussed the 
regulations with Commerce officials involved in their preparation. 

To develop an overview of how long it. takes to process assessments and 
to identify any processing roadblocks, we determined the key dates for 
each of the 35 assessments initiated through July 1987. Based on these 
dates, we developed a number of statistical indices to portray Com- 
merce's processing times. These included the time it took for (1 ) Com- 
merce to research and prepare a draft assessment, (2) Defense to 
initially review and respond to Commerce as part of the consultation 
process, and (3) Commerce to consider Defense's comments and publish 
a determination of foreign availability. 
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To develop an in-depth understanding of the assessment process and the 
evidence used by Commerce in making its determinations, we reviewed 
the evidence developed and used by Commerce in 7 of the 19 cases for 
which Commerce had completed its draft assessments. We had extensive 
discussions with the case analysts on their development and use of the 
evidence and the assumptions made in applying the evidence to the cri- 
teria necessary to establish foreign availability. In addition, we held dis- 
cussions with ofa's management on the evidence necessary to establish 
foreign availability and the assumptions underlying these 
determinations. 

We also reviewed Defense's comments on Commerce's draft assessments 
and evidence supporting those comments in two of the six cases to 
which Defense had responded through .Inly 15, 1987. We held extensive 
discussions with Defense regarding its comments and evidence in these 
cases. We also obtained the views of Defense, State, and t he nsc on t lie 
operation of the foreign availability program. Finally, for one of these 
two cases we also held discussions with several industry representative's 
about, the information they had provided. We did not make any judg- 
ments as to the validity of Commerce's foreign availability 
determinations. 

During the course of our review, we also met with trade association offi- 
cials, members of the President's Export Council Subcommittee on 
Export Administration, and individual company representatives to 
obtain the business community's views on the foreign availability pro- 
gram. On March 1 1 , 1987, we provided our preliminary views on the 
program's implementation in testimony before the Subcommittee on 
International Economic Policy and Trade, House Committee on Foreign 
Affairs. 

Our review was conducted in accordance with generally accepted gov- 
ernment auditing standards. 
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Improvements Needed to Make the Foreign 
Availability Program More Viable 



The Department of Commerce's foreign availability procedures have 
three principal weaknesses that need to he addressed to strengthen the 
program. First, it takes too long to make foreign availability determina- 
tions due to the time necessary to develop evidence and publish determi- 
nations following consultation with the Department of Defense. Second, 
there is a lack of information-sharing between Commerce and Defense. 
Third, Commerce's regulations do not specify what, information will sat- 
isfy its criteria for determining foreign availability. 

Legislation passed by the House and Senate and now in conference 
imposes self-enforcing deadlines for making foreign availability determi- 
nations, which should help to accelerate the process. In July 1987, Com- 
merce advised us that it has begun a procedure for notifying other 
agencies when it initiates a foreign availability assessment and request- 
ing any relevant information from those agencies. This procedure should 
augment Commerce's research capability and reduce the time needed to 
develop evidence. 



Making Foreign 
Availability 
Determinations Takes 
Too Long 



The 1985 act. and regulations establish a 90-day standard for making 
foreign availability determinations. The act stipulates a 90-day deadline 
for making determinations when a Technical Advisory Committee certi- 
fies to the Secretary of Commerce that there is foreign availability of 
specified goods or technology. In its regulations, Commerce also set a 90- 
day standard for processing claims of foreign availability, called foreign 
availability submissions. 

Commerce, however, consistently takes considerably longer than 90 
days to make determinations. Table 2.1 provides data on processing 
times. In calculating processing times, we considered an assessment com- 
plete when a determination was published in the Federal Reg ister. This 
completion date was chosen because it marks the end of Commerce's 
direct role in the foreign availability process, even though this period 
may include presidential review, which is beyond Commerce's control. 
Additional time is then required to comply with the administration's 
policy of seeking cih'OM concurrence for West/Fust decontrol, which can 
add as much as G months to the process. For cases still under considera- 
tion, we determined processing times through July 1987. 

The processing time for the nine completed assessments ranged from 6 
to 28 months, with a median processing time of 12 months. Incomplete 
cases had been in process from 1 month to almost 4 years, as of .lulv 
1987. 
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Table 2.1: Processing Time lor 
Completed and Ongoing Assessments of 
Foreign Availability Through July 1987 
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''Includes three open cases, for which processing lime is counted (rem the riale ol u.Tliticalion through 

J'j'y 1937 These cases wereceitified in August 1986, March 1987. and Way 1987 

''This case was TACcertified in Way 1987 and is still being researched by Commerce 

'Four cases were just initiated in June 1987 and a total o f 13 cas"r> ha/e been initiated mih r l.inu.iry 

1987. none ol which liad been completer! as of July I!'!!/ 



Reasons for the Long 






messing Times 



The principal reasons for the long processing times are ( 1 ) difficulties 
and delays in obtaining the evidence Commerce deems necessary to 
make foreign availability determinations and (2) Commerce's handling 
of differences with Defense. Table 2.2 provides processing limes for 
three major steps: developing evidence and preparing a draft assess- 
ment, initially consulting Defense, and publishing determinations. 



Table 2.2: Processing Time for Selected 
Steps in Assessing Foreign Availability 
for Decontrol Through July 1987 
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Defense initial review and 
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Commerce 
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publication of foreign 
availability determination 
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included ,< cases initiated in I ehiuaiy 1'JbV and <t c,i:,es initiated in June 198/ 

b Defense did not respond in 3 additional cases In these cases. Commerce made its loreign availatrliiy 
determinations without receiving responses from Defense 

'There ate 26 incomplete cases In three of the completed cases as noted above I '<• ■!• nv did not 
respond. For those cases, 15, 8, and 4 months elapsed between the time they were sent to Defense 
and final Commerce action 
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The longest phase of the process is the development of evidence and 
preparation of the initial draft assessment. It has taken from 1 to 28 
months to complete this phase, with a median of 7 months. Commerce 
officials identified several reasons for this initial phase's length, includ- 
ing the difficulties of obtaining foreign proprietary information on prod- 
ucts produced in other countries and the small number of analysts 
available to work on the assessments. The time required to develop evi- 
dence, which is an iterative process involving a series of discussions 
with industry officials, is considered by Commerce officials to be the 
longest and most intractable portion of the initial phase. In commenting 
on a draft of this report, Commerce noted that this problem continues, 
although progress is being made. 

The second longest time period is the period from initial Defense 
response to publication of determination. For the six cases that, have 
gone through this phase, it has taken from 1 to 6 months, with a median 
of 5 months. In two of these cases, which initially had negative determi- 
nations, Commerce published its determination in one month. In another 
negative determination case it took Commerce 6 months to publish, 
while in the positive determination cases it took Commerce 4 months to 
publish in one instance and 6 months in the other two instances. In 10 
other cases to which Defense had responded but Commerce had not 
completed action, from 1 to 38 months had elapsed, with a mean of 10 
months from the Defense response, as of .Inly 1087. Of these 10 cases, 
each of which initially had positive determinations, more than 3 years 
had elapsed since Defense's response in one case, and more than 2 years 
had elapsed in two others. Six and 8 months had elapsed in two more. In 
the other five cases, Defense's comments had just been received in July 
1987 in four cases and in May 1087 in the fifth. As of January 7, 1088, 
three of these cases remained open. In some eases, this period included 
actions beyond Commerce's control, principally time for presidential 
consideration of a national security override. In the two completed cases 
involving cocom decontrol, it took an additional 6 and 8 months to com- 
plete West/East decontrol following Commerce's publication of foreign 
availability. 

A principal reason for the excessive length of this phase is that Com- 
merce is reluctant, to finalize a determination when Defense disagrees 
with Commerce's assessment. While Commerce believes it has the 
authority to make determinations following consultation despite 
Defense objections, in view of the above data it appears that Commerce 
is reluctant to exercise that, authority. The 1085 act neither defines the 
term "consultation" nor indicates what the Secretary of Commerce must 
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do to satisfy the consultation requirement. Commerce attorneys advised 
us that consultation involves the provision of notice of proposal, the 
opportunity to comment, and consideration of comments when and if 
they are received. To clarify its authority, however, Commerce has 
included language in proposed amendments to the act that makes it 
clear that the Secretary does not need the approval of other agencies in 
making a determination. 

However, there are delays even when Commerce and Defense are in 
agreement. For example, in one negative determination case, 6 months 
had elapsed from the time Defense first responded until the determina- 
tion was published in the Federal Register. 

Commerce consultation with the nsc has also added time to this phase. 
In five cases in which there was Commerce/Defense disagreement, Com- 
merce chose to consult with the nsc. In four of these,- cases, Defense sub- 
sequently recommended that the President invoke the national security 
override provision of the 1085 act. Consideration of the override by the 
nsc staff and ultimately by the President for these cases took 4 months, 
although nsc officials advised us that they hoped the process would be 
faster in the future. 

Commerce has not proceeded quickly following presidential action. In 
three of these cases — involving jig grinders, wire bonders, and Hi-bit 
microcomputers — the President declined to override Commerce's for- 
eign availability findings. A June 29, 1987, memorandum from the 
National Security Advisor to the Secretary of Commerce communicating 
this decision directed the Secretary to initiate the decontrol of these 
items in accordance with the Secretary's statutory authority. Commerce 
did not provide State with drafts of cables directing the U.S. delegation 
at cocom to submit these items for cocom decontrol until the week of 
July 20, 1987. The decontrol proposal was transmitted to cocom on July 
29, i987. 

In the ease involving win 1 bonders. Commerce published a finding of for- 
eign availability in I lie September !(>, I9H7, Federal Register. Noliteof 
West /West decontrol of certain wire bonders was published in the 
December 23, 1987, Federal Register. Delay in this case resulted from 
interagency disputes, including Defense's development of new informa- 
t\>n which it claimed disproved foreign availability. 
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West/Fast decontrol for 1 0-bit microcomputers was implemented multi- 
laterally on October 19, 1987., as part of a broader ax 'om review of com- 
puters. However, there has been no notice of foreign availability or 
West/West decontrol. Publication of notice in the Federal Register has 
been delayed by Commerce's Office of General Counsel and Defense 
because of the complexity of the regulatory language for computer sys- 
tems and peripherals. 

In the case of jig grinders, a notice of foreign availability was published 
in the December 9, 1987, Federal Registe r. Notice of West/ West decon- 
trol of certain jig grinders was published in the December 14, 1987. Fed- 
eral Reg ister. Publication of notice in the Feder al Re gister was delayed 
by interagency disputes concerning the existence of foreign availability. 



Proposed Deadlines 



Proposed legislation passed by the House and the Senate would establish 
deadlines for making foreign availability determinations on cases in 
which an allegation is received from an export license applicant. 1 This 
legislation would give Commerce 180 days in the House version and 120 
days in the Senate version to publish a foreign availability determina- 
tion following receipt of an allegation. If no determination were pub- 
lished by the end of this period, an export, license would not be required 
for the affected good or technology. 



Conclusion 



Deadlines such as those proposed in legislation passed by the House and 
Senate and now in conference stem from the perception that it takes too 
long to conduct assessments, publish determinations, and secure decon- 
trol. Given the time it now takes to complete the key phases of the pro- 
cess, however, Commerce will have to expedite its research and improve 
its process for making final determinations and publishing them in the 
Federal Register if it is to meet these deadlines. 



Agency Comments 



Commerce agrees that it. is difficult to obtain information but notes thai 
progress is being made, l! also identifies oilier factors in Hie process I hat 
take time and maintains that it has shown no reluctance to finalize its 
assessments in the face of strong opposition from Defense, noting that it. 
is in the best interest of national security to fully consider Defense's 



'This provision is eontained in U.K. 3, the Trade and International Economies Policy Reform Act of 
1087, section :l:l;2(iKD. and. S. 1 -1'JO. the Omnibus Trade andt oni|>etilivcness Act of I !W7, section 
1012. 
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arguments and evidence. We agree that, it is important to thoroughly 
consider Defense's views. However, we h Heve that Commerce's reluc- 
tance is demonstrated by the amourr -,t ;nne it takes to finalize its deci- 
sions and by its proposed amendment to the act clarifying that it does 
not need the approval of other agencies in making a determination. 

Defense concurred with our conclusion and expressed concern that the 
legislation now in conference could lead to the approval of exports of a 
strategic commodity without thorough analysis and consultation. 



Information-Sharing 
Needs to Be Improved 



The act directs that each federal agency with export control responsibil- 
ities furnish information to Commerce concerning foreign availability, 
consistent with the protection of intelligence; sources and methods. It 
also directs Commerce, upon request or where appropriate, to furnish 
those agencies with information it gathers and receives concerning for- 
eign availability. 

Neither Commerce nor Defense fully shares its evidence in the consulta- 
tion process. Commerce, in consulting with other agencies on its draft 
assessments, provides neither supporting documentation nor a summary 
of such documentation. However, Commerce maintains that Defense can 
examine the supporting documentation at Commerce's offices. Defense; 
officials acknowledge that Commerce has on occasion advised them that 
its files were available for their inspection but maintain that they lack 
the resources to examine the information at Commerce and want Com- 
merce to provide them with photocopies of source; documentation. 

Defense, in its comments on Commerce's draft assessments, also docs 
not provide supporting documentation for its position. Defense officials 
agreed that information-sharing could be improved by both parties. 
Defense states that it does not have case files per se but is willing to 
make its information available to Commerce. However, Commerce main- 
tains that Defense is not sharing information. 



Commerce Is Seeking 
Information From Other 
Agencies Earlier in the 
Assessment Process 



Until recently, Commerce did not make sufficient efforts to obtain avail- 
able evidence from and access to technical staff from other agencies. In 
researching foreign availability, Commerce primarily relied on its own 
resources, which include information obtained by the U.S. & Foreign 
Commercial Service posts overseas and contacts with industry and trade 
associations. Its resources also include intelligence information available 
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under agreements with the intelligence community, which Commerce 
believes includes all relevant information. 

Other agencies could provide Commerce with information that would 
assist in the development of evidence. Commerce, however, had, until 
recently, generally not advised other agencies of its assessments until it 
provided them with drafts for review. 

We discussed this matter with officials from one of the intelligence agen- 
cies, who felt that Commerce's access to intelligence information did not 
give Commerce a full picture because it was not getting the intelligence 
agency's corporate memory on a topic. These officials said that an intel- 
ligence analyst knows far more than what is contained in individual 
intelligence products. They also stated that Commerce has not, received 

{ all intelligence reports covered under the Commerce intelligence agree- 
ments because some of these reports have restrictions that preclude 

i Commerce's receipt. Further, they believed that they could contribute to 
Commerce's foreign availability assessments on a timely basis if they 
were notified when a study is initiated. 

Commerce officials advised us in July 1987 that Commerce is instituting 
the practice of notifying other agencies when initiating an assessment 
and requesting any relevant information. The first letters were sent .July 
23, 1987, Defense, in commenting on our draft report, noted that Com- 
merce has recently been providing regular notification of the initiation 
of assessments. We believe that this is an important step toward improv- 
ing the assessment process. When coupled with more complete guidance 
in Commerce's regulations as to what constitutes evidence of foreign 
availability, this notification will enhance the quality of data and analy- 
ses provided to Commerce. Initial notification will also help to augment 
Commerce's resources, which will help it process assessments in a 
timely manner. 

CVmrlimion Information-sharing needs to be improved to allow for full consideration 

VAWlClUblUIl of the evidence during the consult at ion process. At .present. Commerce 

and Defense are at an impasse concerning access to evidence. Commerce 
has offered to allow Defense to review the evidence at its offices, but 
Defense maintains that it lacks the resources to do so and wants Com- 
merce to provide copies of its evidence. Defense similarly does not pro- 
vide its evidence to Commerce. 
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Recommendation 



We recommend that the Secretary of Commerce direct the Under Secre- 
tary for Export Administration and that the Secretary of Defense direct 
the Deputy Under Secretary for Trade Security Policy to establish pro- 
cedures for complete information-sharing consistent with the Export 
Administration Amendments Act of 1985. 



Agency Comments 



Commerce stated that it openly shares its information but has declined 
to photocopy entire case files for Defense. Commerce further stated that 
Defense has been unwilling to meet its information-sharing responsibili- 
ties under the law, has never voluntarily provided information, and has 
denied specific requests for information. Defense concurred with our 
conclusion. Defense further stated that Commerce does not indicate 
what specific information has been or will be used to support Com- 
merce's assessments. 

Commerce recognizes that closer cooperation in the prompt exchange of 
information is highly desirable. This exchange should include direct 
access to data at Defense laboratories, military research centers, and 
individual military service system commands as well as access to classi- 
fied data and analyses compiled in response to Commerce's assessment 
notifications. Defense also agreed with our recommendation, noting that 
it has already approached Commerce to establish a procedure for shar- 
ing information. 



Commerce's 
Regulations Do Not 
Fully Specify What 
Information Will 
Satisfy Its Criteria for 
Determining Foreign 
Availability 



( 



The 1985 act requires that in any case in which controlled goods or tech- 
nology are available-in-fact to proscribed countries in sufficient quan- 
tity and of comparable quality to make the control ineffective, the 
Secretary may not require a validated license unless the President 
invokes the national security override. Commerce's regulations define 
foreign availability and key terms. There are four criteria, each of 
which must be met, to establish foreign availability. A "freely available" 
foreign product must be 

"of non-U.S. origin," or not subject lt» U.S. export or reexport controls; 
"of comparable quality," or substantially similar to a U.S.-origin item in 
function, technological approach, performance thresholds, maintainabil- 
ity and service life, or any other attributes relevant to the purposes for 
which controls were placed on that commodity; 
"available-in-fact," or obtained by one or more of the proscribed conn 
tries; and 
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"in sufficient quantity," or avaihible-in-fact, to the proscribed countries 
in quantities sufficient to satisfy their needs so that U.S. exports would 
not make a significant contribution to the military potential of such 
countries. 

As previously discussed, developing evidence involving foreign proprie- 
tary information is difficult. Evidence that would best establish whether 
foreign availability exists — such as documentation on the foreign manu- 
facturer's sources and cost of components, on actual sales, and on the 
Soviet bloc's military needs — is not always available to Commerce. This 
type of information is most likely to be known by the foreign manufac- 
turer and Soviet bloc purchaser, neither of which is likely to provide 
Commerce with such information. 

Consequently, Commerce determinations are based on the best available 
evidence. The 1985 act, apparently in recognition of this, identifies fac- 
tors Commerce may use in determining foreign availability, such as 
quality of end products produced and scale of production. The act fur- 
ther identifies as acceptable evidence foreign :rwi:>s^;r(.r-.' Kr r r': ,:<•-. 
reputable trade r.';t!;cation art:'..'-'.- - - >..:'! <'■:/•'■:' y.r- \,?^f-". < r <■.;<■■■<..*■ 
ness accounts. 

In the cases we reviewed, comprising more than one-third of the fin?.', or 
draft assessments prepared by Commerce, we found that Commerce had 
used a variety of evidence to support its determination of foreign availa- 
bility. We generally found that the evidence used was probably what 
was realistically available and consistent with the information identified 
as acceptable in the act. 

However, Commerce's regulations do not fully and explicitly state what 
information may be considered by Commerce in making foreign availa- 
bility determinations. Commerce's regulations provide only limited guid- 
ance as to what information may accompany foreign availability 
submissions. Since the regulations were issued in December 1085, Com- 
merce has gained considerable experience in assessing foreign availabil- 
ity, which lias not been made available to I lie business ('oiiuniinify. Kor 
example, we found that in establishing non-U.S. origin, Commerce has 
essentially assumed that the criterion was met in the absence of clear 
evidence that the foreign product contained controlled U.S.-origin com- 
ponents. In determining whether a product contained controlled U.S.-ori- 
gin components, Commerce has searched its licensing data base, queried 
U.S. manufacturers producing the good, and relied on its analysts' gen- 
eral knowledge. However, Commerce's regulations, while defining non- 
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U.S. origin, do not indicate that an absence of evidence is an acceptable 
indication that a product, is not. of U.S. origin. We believe that it is impor- 
tant for the business community to fully understand how Commerce 
establishes foreign availability. The more the business community 
understands the program, the more it can make use of it. 

We also examined Defense's evidence in two of the six cases to which 
Defense had responded through July 15, 1987. In those two cases, 
Defense disputed Commerce's preliminary determinations. We found 
Defense's evidence to be generally inconclusive. It was based principally 
on its engineers' knowledge and information provided by technical 
consultants. 



Conclusion 



Commerce's determinations are based on the best available evidence and 
appear to be consistent with the information that the 1985 act identifies 
as appropriate for consideration. Commerce's regulations, however, do 
not fully disclose what information may be considered in making foreign 
availability determinations or reflect the experience Commerce has 
gained in the past 2 years. Given the congressional interest in rodixing 
the number of controlled products, which motivated the 1985 act's revi- 
sion of the foreign availability provisions, the inclusion of such informa- 
tion in Commerce's regulations would be helpful in establishing whether 
the foreign availability criteria are met as well as in promoting a better 
understanding of what constitutes foreign availability. Also, the clarity 
of the regulations would be enhanced if they provided such information, 
including definitions of the kinds of data that should be provided. The 
regulations would then more closely reflect Commerce's actual use of 
the evidence and provide important guidance to other federal agencies 
and the business community as to what evidence should be submitted to 
establish foreign availability. 

As previously discussed, Commerce has initiated the practice of notify- 
ing and requesting information from other agencies when it begins an 
assessment. This practice should improve the assessment process. By 
providing more complete guidance in its regulations, Commerce can 
enhance the quality of data and analysis provided by these agencies. 



Recommendation 



We recommend that the Secretary of Commerce direct the Under Secre- 
tary for Export Administration to amend Commerce's foreign availabil- 
ity regulations to fully and explicitly reflect the guidance provided in 
the Export Administration Amendments Act of 1985 on the factors 
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Commerce may use in determining foreign availability, as well as to 
specify other evidence Commerce lias found helpful in making such 
determinations. 



ASenCV Comments Commerce believes that, while it is impossible to set out a precise 

° ^ formula that is applicable generically for weighing the evidence and 

determining whether the criteria are met, it may be possible, in light of 
its increasing experience in assessing foreign availability, to consider a 
more detailed articulation of the kinds and quality of evidence it has 
found valuable in making its determinations. Defense agrees with our 
conclusion and recommendation, stating that a joint agreement on crite- 
ria would be of major importance" to timely foreign availability determi- 
nations and noting its readiness to meet with Commerce on the matter. 
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UNITED STATES DEPARTMENT UF COMMERCE 
The Assistant Secretary fop Administration 

Washington. C ?033Q 



2 5 NOV 1987 



Mr. John Luke 
Associate Director 
Resources, Community, ami 

Economic Development Division 
United States General 

Accounting Office 
Washington, D.C. 20548 

Dear Mr. Luke: 

This is in reply to GAO's letter of October '.: , 10R7 n-guest. i ng 
comments on the draft report entitled "Export Controls: 
Commerce's Foreign Availability Assessments Process Can Be Mor>. 
Effective." 

We have reviewed the enclosed comments of the Acting Under 
Secretary for Export Administration and believe they are 
responsive to the matters discussed in the report. 



Sincerely, 




Kay Bulow 

Assistant Secretary 
for Administration 

Enclosure 
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UNITED STATES DEPARTMENT OF COMMERCE 
Export Administration 
Washington, D.C. 20230 



NOV ! 6 1387 



Mr. John H. Luke 
Associate Director 
Resources, 



Resources, Community and 

Economic Development Division 
United States General Accountin 
Washington, D.C. 20548 



ig Office- 



Dear Mr. Luke: 

In response to your letter of October 2, 1987, to then 
Acting Secretary Brown, 1 have enclosed F.xport 
Administration's comments on the draft report entitled 
"Export Controls: Commerce's Foreign Availability 
Assessments Process Can Be More Effective." 

1 look forward to receiving your final report. 



Sittcerely , 





>atil FreSdenberg 
Acting Under Secret* 

for F.xpoi't Administration 



Enclosure 
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11/2/87 

Department of Commerce Comments 

on 

GAO Draft Report: 

"Export Controls: Commerce's Foreign 

Availability Assessments Process Can Be More Effective" 

Our comments on the subject report are provided in two sections. 
The first is a general response to the report and its 
conclusions. The second is a detailed set of comments keyed to 
particular statements in the report. 

A. General Response. 

First, we want to express our appreciation to the GAO analysts for 
the constructive tone of their analysis and for the professional 
manner in which they conducted their investigations. Such a 
process of evaluation can serve both to inform members of Congress 
and their staff concerning the Administration's implementation of 
an important legislative program as well as to help identify areas 
for improvement. 

The report draws conclusions in three areas: time required for 
completion of assessments, information sharing, and information 
needed to satisfy criteria. We address these in turn. 

I . Time required : 

Determination of foreign availability is a complex process 
involving the gathering and evaluation of information, its 
analysis according to certain criteria, consultation with 
other interested agencies of the Government, and the making of 
an official finding in a manner compatible with the legal 
requirements of the export control program. Following a 
finding of foreign availability the law requires decontrol 
unless the President overrides the finding on the basis of 
national security and successfully negotiates away that 
availability within statutory time limits. 

The initial stage, the identification of needed information 
and its sources and the acquisition of that information, is, 
of course, critical to the success of the assessment. The 
quality of the assessment is directly linked to the quality 
and quantity of information acquired concerning the several 
criteria against which availability is determined. 
Recognizing the crucial role played by information in this 
process, we have devoted a substantial share of our m^'nnciv: 
to developing rapidly ,w<"<".-: i hi .• dat.i ■■■<>\u '■!•>'■. , hnl h 
unr l.v.s t I lt-d ami < - I .%•••: I f !■•■!, .i-: w.- I I .!■. in pi mn. >1 I n- 1 .\ hl'ili 
level of current information flow throughout and among the 



Page 28 GAO/NSIAIW38-71 Export Controls 



Appomlix I 

Comments I'roin lh«> l)t-|>nrlmriit 

of Coiuium-r 



foreign availability staff. Nevertheless, in light of 
limited resources available, we still find that the 
acquisition of specific information relevant to a particular 
item being assessed requires considerable time. Such 
information is acquired from U.S. and foreign industry; from 
the intelligence community; and from government officials 
both U.S. and foreign. In each case, our experience is that 
responses to our requests for crucial information often are 
not received for many weeks or months. 

The process of consultation with other agencies begins when 
an assessment is officially undertaken. At that time, all 
interested agencies (which always include the Defense and 
State Departments) are notified of the initiation of the 
assessment, requested to provide relevant information, and 
invited to consult with the Office of Foreign Availability. 
When the assessment has reached the stage at which a draft 
report has been written, that draft is circulated to the 
interested agencies for their comments. Heretofore, the 
time allotted for comments on the draft reports has been 4"S 
days, with the process of successive responses taking weeks 
or months longer. The new procedures provide a 30 day 
period for review and comments, and we anticipate very few 
instances in which there will be a need for more than one 
response . 

In the absence of a petition for national security override 
of a positive determination, we proceed directly to 
decontrol of the item. This generally requires careful 
drafting of new regulatory language so that controls on 
those items for which foreign availability has been found 
can be precisely excised. Often this involves specifying 
lower parameters of control rather than complete decontrol. 
The internal process of rewrite and approval of the amended 
regulations takes an additional period of time depending 
upon the complexity of the drafting and the workload in the 
regulatory and legal offices. 

Where a petition for national security override has been 
made, the process extends beyond the control of Commerce 
officials. Subsequent procedures and coordination among the 
Departments of Commerce, State, and the National Security 
Council require considerably more time. The staff work to 
prepare for the President's decision can uncover significant 
interagency differences which demand further elaboration, 
particularly as they pertain to the impact on national 
security and to the prospects for a successful negotiation 
with the foreign source government! s ) . 
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The GAO Report states that we take too long to process foreign 
availability determinations because of two factors: difficulty 
in obtaining information, and reluctance to flnalizo without 
DOD concurrence. The first problem continues, although we aro 
making progress in dealing with it. As to the second, we have 
shown no reluctance to finalize our assessments, even in the 
face of strong opposition from DOD; however, we believe it is 
necessary and in the best interests of U.S. national security 
to fully consider the arguments and evidence provided by DOD. 

The report fails to recognize the other pertinent factors in 
the process that take time. These include sanitizing 
pertinent intelligence data in order to allow its inclusion in 
a report at the Secret level of classification, the need to 
clear final drafts through legal counsel, and inevitable 
delays in the collection and forwarding of necessary data from 
U.S. embassy and consulate posts abroad. As we gain 
experience in the program, we continue to refine our 
procedures to reduce the time needed without compromising tho 
quality of the assessments. 

I I . Information sharing : 

Information is the sine qua non of foreign availability 
assessments. To the extent that we have access to current 
accurate pertinent information, our assessments are valid and 
timely. Information in the hands of other agencies, 
particularly the Department of Defense and the Intelligence 
Community, can speed up our assessments by eliminating or 
reducing the need to acquire information from other sources. 
To date, we have had excellent cooperation from the 
intelligence community, and, once identified, unhindered 
access to intelligence community officers and analysts. Most 
of the staff hold appropriate levels of security clearance to 
allow us access to high levels of classification. Individual 
working relationships with analysts in several different 
intelligence agencies covering respective areas of technology 
generally have been excellent. We have also encountered 
cooperation from the Department of Energy when initiating 
contacts with its laboratories. 

The report is inaccurate in its portrayal of the actual state 
of information sharing between the Departments of Commerce and 
Defense. The need for information relevant to foreign 
availability is much greater for the Department of Commerce, 
and much of the relevant information exists within DOD. 

The Department of Dofonr.o has boon unwilling to moot it;: 
obligations undor t h,. ,itmvi> r..f 01 on.-o<l provision <>| I h<< l.iw. 
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Despite notification of the initiation of assessments and the 
request for relevant information, DOD has never voluntarily 
provided such information. Moreover, even in cases where we 
have made specific requests for information from DOD we have 
been denied that information. Contrary to the assertions of 
the report. Commerce has openly shared its information, both 
drafts and finished copies, even in the absence of specific 
requests for it, within the limitations imposed by the need to 
protect intelligence sources and methods and under relevant 
constraints for the protection of proprietary information. 
The only limitations we have placed on such sharing is that we 
decline to expend our limited resources on making photocopies 
of entire case files as has occasionally been requested by 
DOD. In those cases, however, we have been fully willing to 
allow DOD staff access to OFA files and permit them to make 
copies or take notes. The Department of Energy similarly has 
been provided such access, and has already sent staff to 
photocopy an entire safe full of material on foreign 
computers. DOD has regularly declined either to provide us 
with needed information or to allow us access to their files. 

This section of the report concludes with the recommendation 
that the Departments of Commerce and Defense establish 
procedures for complete information-sharing consistent with 
the EAA, as amended in 1985. We recognize that closer 
cooperation between our departments in the prompt transfer of 
information required for foreign availability analysis is 
highly desirable. This cooperation should include direct 
access to data resident at DOD laboratories, military research 
centers, and individual military service system commands, as 
well as access to classified data and analyses compiled by 
DTSA in response to notification by OFA of commencement of 
assessments. 

III. Information needed to satisfy criteria : 

The criteria established for the determination of foreign 
availability are derived from the legislation. Whether these 
criteria are met depends upon the evidence available. The 
report suggests that a fuller elaboration of these criteria 
and the evidence needed to satisfy them would be helpful. 

As we have gained experience with the foreign availability 
program we have learned that (a) we never have "complete" 
information, (b) the nature of the information may vary 
radically from case to case, and (c) due to the case-by-case 
nature of assessments in widely varying areas of technology, 
it is impossible In not out a prodr." formula or prober ipt Ion 
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See comment 1. 



See comment 2. 



that is applicable generically for weighing the evidence and 
determining whether the criteria are met for all technology 
cases. The analysis of the available information requires not 
only traditional analytical skills but the exercise of sound 
judgement. Thus, it has not been attempted in the past to 
elaborate more fully the criteria and evidence needed. 
Nevertheless, it may be possible in light of our mounting 
experience to consider a somewhat more detailed articulation 
of the kinds and quality of evidence that we have found 
valuable in making our determinations. 

B. Specific Comments. 

These comments are keyed to specific chapters and sections of 
the report. The paragraph and page numbers in the draft text 
are noted within parentheses for reference. 

Executive Summary : Purpose 

(p. 1 , para 1) Language should be added to the first 
paragraph to reflect the multilateral nature of the 
controls addressed by assessments of foreign 
availability, e.g.: 



"Since 1949, the United States and its allies have 
controlled the export of mi 
commercial products to the 
informal organization known 



litarily significant 
Soviet bloc through an 
as the Coordinating Committee 



for Multilateral Controls--COCOM . Beginning in 1977, the 



Congress directed that such 
they are freely available t 
countries—known as "foreig 
President determined that n 
control. 



products not be controlled if 
o the Soviet bloc from other 
n availability"--unless the 
ational security required such 



(p. 2, para 1) The report states that Commerce has 
initiated 73 assessments and completed 9. There appears 
to be a discrepancy in the total numbers of assessments 
initiated and completed. Our records indicate that, as 
of October 1987, OFA has initiated 84 assessments and 
completed 67. Nine have been published in the Federa l 
Register , but OFA's criteria for completion do not 
include publication in the Federal Register . For 
example, 22 assessments were for COCOM list review, 8 
were for proposed controls, 11 were for foreign policy 
controls, and 2 were for licensing decisions. None of 
these findings are published in the Federal Reg ister . Wp 
completed 24 assessments for decontrol and thor.fi ,iro on 
record ns rlor.od car.or.. IIowi>v<m , nut ,i 1 1 of t tn>;:>- 
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See comment 3 



See comment 4 



See comment 5. 
See comment 6. 



See comment 2. 
See comment 7. 



assessments were published by Department of Commerce in 
the Federal Regi ste r, since not all warranted Guch 
publication. For example, some vero concluded by actionr, 
within the respective TAC or within Export 
Administration. 

(p. 3, para 1) The report states, "Commerce consistently 
takes considerably longer to make determinations than the 
90-day processing time envisioned in the Export 
Administration Act and the regulations." However, the 
Act specifies 90 days only for TAC-certif ied studies, 
with this statutory period beginning to run on the day 
the TAC certification from the TAC chairman is received 
in the Office of Foreign Availability. The lack of 
legally mandated deadlines has been a disadvantage to 
Commerce in obtaining timely responses from other 
agencies. The National Academy of Sciences specifically 
identified this drawback in its February 1987 study, and 
the intention of the Administration's legislative 
initiatives in the pending Omnibus Trade Bill is to state 
clearly the deadlines for completion of assessments. 

Beginning on p. 5, then on p. 10, and throughout the 
report, it would be more accurate and useful to the 
public to refer to Commerce officials by titles 
established by the October 1, 1987 reorganization, e.g.. 
Under Secretary for Export Administration and Assistant 
Secretary for Export Administration. 

(p. 8, para 1) The budget for fiscal year 1987 should be 
correctly stated as $1,21 5,000 -- not $4 million. 

(p. 8, para 1) The report staces the staffing level as of 
May 28, 1987 to be 19. This statement fails to convey 
the fact that the staffing level prior to that date was 
consistently much less. Moreover, because of the need 
for extensive security clearance procedures and because 
of the complexity of the job, new staff are not able to 
perform to their full potential for a period of several 
months after employment. 

(p. 9, top of page) Same comments on total assessments 
completed as stated for p. 2, para 1. 

(p. 9, para 1) The report lists the major phases of an 
assessment. The text states that the first phase is 
developing evidence and preparing the initial draft. 
Actually, the f i r r; t. phase of major significance ir. 
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See comment 3 



See comment 8. 



See comment 9. 



evaluation of a claim in light of the criteria under the 
EAA of 1979, as amended, and the Export Administration 
Regulations. Such language should be added. 

(p. 18, para 3) Same comment on 90-day deadline as for 
p. 3, para 1. 



<p.24, top of page) Th 
delay from June 29 unti 
publication of positive 
Register for the three 
decided not to impose a 
reality, the delay was 
precedent-setting natur 
time a White House deci 
national security overr 
decision, the DOD/DTSA 
National Security Counc 
reconsider his decision 
Commerce issued a press 
of the positive finding 



is section desc 
1 September 1 1 , 

determinations 
cases in which 

national secur 
primarily due t 
e of these case 
sion had been r 
ide. Following 
raised objectio 
il, requesting 
even after th 

release and a 
s and the decis 



ribes th 
1987, i 
in the 
the Pres 
ity over 
o the 
s, i.e., 
endered 

the pre 
ns again 
the Pres 
e Depart 
public n 
ion to d 



e time 
n the 
Federal 
ident 
ride. 



In 



the first 
for 
sidential 

to the 
ident to 
ment of 
otif ication 
^control . 



4r 



(p. 27, para 2) The report states that officials from ONE 
of the intelligence agencies "... felt that Commerce's 
access to intelligence information did not give Commerce 
a full picture because it is not getting the intelligence 
agency's corporate memory on a topic... [and] ... 
Commerce does not receive all intelligence reports... 
because some reports have restrictions that preclude 
Commerce's receipt." The Defense Intelligence Agency 
made this allegation, which implies"non-access-to large 

-quantities of reporting on technology and sales 
worldwide, while in reality the reference is to isolated 

-cases: of military service-specific reporting, e.g., "For - 
Navy Eyes Only",^and often concerns sui generis reporting 
on weapon systems of no interest to OFA. In May 1987, 
the CIA official serving as Director of the Office of 
Intelligence Liaison in Commerce specifically stated to 
GAO that, even though Commerce is not on distribution for 
all intelligence reporting, OFA analysts with appropriate 
clearances were provided access to all the data they 
required. In cases where the sensitivity of the data 
precluded it from being entered into automated data 
bases, the analysts with appropriate clearances could 
view the intelligence reports at CIA Headquarters in 
Langley. This was stated clearly to the GAO investigator 
in the presence of several Commerce officials, including 
an OFA supervisor. 
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See comment 10. 



In summary, OFA has access to historical files of 
intelligence reporting at NSA, CIA, DIA, FSTC, NISC, 
NOSIC, FTD, AFMIC, MSIC, and TTIC. Through the Office. of 
Intelligence Liaison, much of this access is real time 
automated data base search and . retrieval. The assertion 
that corporate memory resides in intelligence community 
analysts, i.e. in personalities rather than documents, is 
questionable in view of the numerous reorganizations and 
personnel turnover in the various agencies. OFA has the 
advantage of at least five staff analysts with past 
professional experience in key agencies of the 
intelligence community and intimate knowledge of the 
vagaries of "corporate memory." 



(p. 3 

The 

on S 

dete 

sati 

Depa 

clas 

suff 

requ 

judg 



2, para 
report 
ovlet m 
rmine w 
sfy the 
rtment 
sified 
iciency 
ires va 
ement. 



1) A continuation of the above argument, 
states, "... Commerce has not had information 
illitary needs or indigenous capability to 
nether foreign production is sufficient to 

bloc's needs." This is untrue. The 
of Commerce has access to such reports, both 
and unclassified. The criterion of 

has been a difficult one to interpret and 
lid information and sound analysis and 
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GAO Comments * ■ We a 8 ree tnat tnis suggested language reflects the multilateral nature 

of export, controls and have incorporated it in the report. 

2. We stated in chapter 1 that, through July 1987, Commerce had initi- 
ated 38 reviews and 35 assessments - a total of 73 - and we described the 
characteristics of a review and an assessment. The total number of stud- 
ies (as of October 1987) is up to 84. We recognized, in noting the kinds of 
foreign availability studies ofa does and the number of reviews it initi- 
ates, that ofa's work is not limited to assessments. As stated in the 
objectives, scope, and methodology section of chapter 1, we focused on 
foreign availability assessments, as opposed to reviews, because of Com- 
merce's broad statutory authority in dealing with assessments. With 
respect to counting completed assessments, as stated in chapter 2, we 
considered an assessment complete when a determination was published 
in the Federal Register because this date marks the end of Commerce's 
direct role in the foreign availability process. Commerce, in this com- 
ment, agrees that nine determinations have been published in the Fed- 
eral Register but notes that, by ofa criteria, it has completed 24 
assessments for decontrol, ofa considers an assessment complete when it 
leaves ofa for a higher Commerce decision, which involves Office of 
General Counsel review and determination of foreign availability by the 
Under Secretary for Export Administration. We agree that turning the 
assessment over to higher Commerce review marks the end of ofa's con- 
trol over the process and, as such, it is an important internal milestone. 
However, since our objective was to review the Department of Com- 
merce's conduct of foreign availability assessments, we chose the date of 
publication of a foreign availability determination in the Federal Regis- 
ter as the date of completion of a foreign availability assessment. Com- 
merce's regulations call for such publication upon completion of a 
determination. 

3. Commerce notes that the act specifies 90 days only for TAC-certified 
studies and that the lack of legally mandated deadlines for other than 
TAC-certified studies has been a disadvantage. We agree and have noted 
that deadlines such as those proposed in legislation now in conference 
stem from the perception that it takes too long to make foreign availabil- 
ity determinations. 

4. Our draft, report was prepared before the October 1 , 1987, reorganiza- 
tion. We have now revised the report to reflect this reorganization. 

5. We have revised the report accordingly. 
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6. We have revised the report to reflect, this information. 

7. We have made this suggested change to the report. 

8. This comment attributes the delay in publishing determinations in the 
Federal Register primarily to the precedent-setting nature of these 
cases, i.e., the first time a White House decision had been rendered for 
national security override. We agree that these cases were precedent- 
setting but believe that, once the decision was made on whether to 
invoke the national security override and the decision was communi- 
cated on June 29, 1987, the precedent had been set. We further believe 
that the delay in completing the action directed on June 29, 1987, under- 
scores the difficulty in completing foreign availability actions. 

9. Our purpose in reporting the views of this one intelligence agency was 
to illustrate that at least one agency's officials felt that they could make 
greater contributions to Commerce's assessments on a timely basis if 
they were advised upon a study's initiation. In July 23, 1987, letters, 
Commerce implemented the practice of notifying other agencies, includ- 
ing the Defense Intelligence Agency and the Central Intelligence Agency, 
when initiating a study. At a meeting with Commerce and intelligence 
officials, including the Director of Commerce's Office of Intelligence 
Liaison and the Central Intelligence Agency representative to that 
office, we were told that the Office of Intelligence Liaison expects the 
intelligence system to provide all the intelligence information called for 
under agreements with the intelligence community. We essentially 
reported this and the views of one of the intelligence agencies in chapter 
2. 

10. This comment refers to a comparison of Commerce's regulations to 
types of evidence that were contained in our draft report. We have sub- 
sequently removed this material from the report. 
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Note. GAO comments ESHSSESSSS 

suDp'ement'ng those in the 
report text appear at the 
end ot this appendix. 
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OFFICE OF THE UNDER SECRETARY OF DEFENSE 
WASHINGTON. D C 20301-2000 



r l 4 DEC 1987 



In reply refer to: 
I-17009B/87 



Mr. Frank C. Conahan 

Assistant Comptroller General, National 

Security and International Affairs Division 
U.S. General Accounting Office 
Washington. D.C. 20548-0001 

Dear Mr. Conahan: 

This Is the Department of Defense (DoD) response to the 
General Accounting Office (GAO) draft report, "EXPORT CONTROLS: 
Commerce's Foreign Availability Assessments Process Can Be More 
Effective," dated October 2. 1987 (GAO Code 483428/OSD Case 
7421 ) . 

With one exception, the DoD generally agrees with the GAO 
findings and recommendations. 

The detailed DoD comments on each finding and recommendation 
are provided In the enclosure. The DoD appreciates the 
opportunity to review and comment on the draft report. 



S I ncerely , 



.iK, 



J i 

Dr. Stephen D. Br'yen 

Deputy Under Secretary 

Trade Security Policy 



Enc losure 
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GAO DRAFT REPORT DATED OCTOBER 2, 1987 

(GAO CODE 483428) OSD CASE 7421 

"EXPORT CONTROLS: COMMERCE'S FOREIGN AVAILABILITY 
ASSESSMENTS PROCESS CAN BE MORE EFFECTIVE 

DEPARTMENT OF DEFENSE COMMENTS 

* * • * « 

F INDINGS 

FINDING A : The Foreign Availability Program. According to the GAO. 
beginning In 1977, the Congress directed that militarily significant 
commercial products from the United States to the Soviet Bloc not be 
controlled if they are freely available to the Soviet Bloc from 
other countries (known as "foreign availability"), unless the 
President determined that national security required such control. 
Provisions for decontrolling goods and technology because of foreign 
availability were Included In the Export Administration Act, as 
amended In 1977, 1979 and 1985. Under the 1985 Amendments to the 
Export Administration Act, the Office of Foreign Availability (OFA), 
within the Department of Commerce, Is required to Initiate and 
review claims of foreign availability on goods and technologies 
controlled for national security purposes. The GAO observed that 
the 1985 Act does not address how decontrol of an Item based on 
foreign availability Is to be coordinated with the U.S. multilateral 
export control commitments under COCOM . The GAO also observed that 
foreign availability studies fall Into two basic categories, as 
f o I lows : 

rev I ews--wh Ich are Department of Commerce !n-house analyses 
of the probability of foreign availability; and 



assessments-- 
decontrol or 



which are analyses that can 
I Icense I ssuance . 



poss I b I y i ead to 



The GAO explained 
evidence, a draft 
reviewed within th 
the draft I s sent 
review, as part of 
Act. The GAO obse 
consultation proce 
spec I f lea 1 I y d I rec 
whl le the 1985 Act 
concurrence Is nee 
amendments were dr 
number of product:: 
contt ol 3 . (p . I , 



that, after the OFA has developed and analyzed its 
foreign availability assessment Is prepared and 
e OFA. Then, upon the approval of the Director, 
to the DoD and selected other agencies for their 

the consultation process required by the 1985 
rved that the DoD Is the principal agency In the 
ss and the only agency with which Commerce is 
ted to consult. (The GAO noted, however, that 

required consultation, It does not Indicate that 
essary.) The GAO concluded that the 1985 
I ven by congressional Interest In reduolnf) the 

nntl related t cchno I og I cs -.ubjeet to expor t 
executive Summary; pp. 7-11 /GAO Draft llcporl) 

ENCLOSURE 
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OgD Posit i o n: Concur. It Is Important to note that the DoD 
responsibilities for consultation with the Department of Commerce 
(DoC) range far beyond merely providing formal written response 
-Shi*? Preliminary (DoC) foreign availability assessments. The 
additional (DoD) work often Includes, but Is not limited to 
information collection, coord . nat I on , review/analysis and the 
preparation of technical and policy papers. The DoD has not 
however, received any funds or personnel to perform this ever 
Increasing foreign availability work, required by statute. 

Furthermore, not only does the 1985 Act not Indicate that 
DoD concurrence Is necessary, but the law does not require 
Commerce to follow through on Issues raised by Defense. 

The DoD has previously noted that decontrol of a particular 
commodity will run contrary to previous or current US propoo.il-5 
to the Coordinating Committee for Export Controls (COCOM) to 
control the same Item. When the U.S. Government suddenly doe-, an 
?h° U ,, !! C 1 l nd reauests the elimination of export controls that 
the United States fought hard to obtain because of strategic 
concerns. COCOM member nations question U.S. motives The 
Foreign Availability (FA) regulation needs to be amended to br mo, 
It Into conformity with Sections 5 and 6 of the Export 

r™' Strat ' 0n ACt (EAA)> WhlCh ^cognize the U.S. Government 
COCOM responsibilities. The regulation should also be amended to 
recognize U.S. parallel responsibilities to. and cooperative 
efforts with certain non-COCOM countries, which have Implemented 
and enforce COCOM-IIke export controls. The DoD contends that 
once the U.S. Government has granted such a country preferential 
treatment In accordance with Section 5(k) of the EAA that 
country cannot be considered as a source of foreign availability 
In fact. It should be obvious that once a country agrees on 
export restrictions comparable In practice to those of COCOM 
such country has agreed not to provide controlled commodities to 
proscribed destinations. 



ENCLOSURE 
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F i nding B : Makjjg__F_o.rjs L |_gD_AYa I lab I I I tv Det er ml nat i c 
1-on . g ■ Th e GAO reported that the 1985 Act and regulations 
envision a 90-day processing time for making foreign availability 
determinations. The GAO found, however, that Commerce 
consistently takes considerably longer than 90 days to make 
determinations. Specifically, as of July 1987, the processing 
time for nine completed assessments ranged from 6 months to 28 
months, with a median processing time of 12 months, and 
Incomplete cases had been In process from 1 month to almost 4 
years. The GAO observed that the principal reasons for the long 
processing times are (1) difficulties and delays in obtaining the 
evidence Commerce deems necessary to make foreign availability 
determinations, and (2) handling of differences with the DoD . 
Specifically, the GAO reported that: 

- The longest phase of the process Is the development of evidence 
and preparation of the Initial draft assessment. Commerce has 
taken from 1 to 28 months to complete this phase, with a median 
of 7 months. Commerce officials Identified several reasons for 
the long initial phase. Including the difficulties of obtaining 
foreign proprietary Information on products produced In other 
countries and the small number of analysts available to work on 
the assessments. 

- The second longest time period is from the initial DoD response 
to publication of the determinations. For the six cases that had 
gone through this phase, the GAO found It had taken from 1 to 6 
months, with a median of 5 months. A principal reason for the 
excessive length of this phase Is that Commerce Is reluctant to 
finalize a determination when there Is disagreement with the 
DoD. There are delays, however, even when Commerce and Defense 
are In agreement. (Commerce consultation with the NSC also addfd 
t ime to this phase. ) 

The GAO further reported that proposed legislation (180 days and 
120 days, respectively) passed by the House and the Senate, would 
establish deadlines for making foreign availability 
determinations on cases In which an allegation is received from 
an export license applicant. The GAO further observed that. If 
no determination were published, by the end of the time period, 
an export license would not be required for the affected goods'or 
technology. The GAO concluded that the need for deadlines, such 
as those proposed In legislation passed by the House and Senate 
and now In conference, stem from the perception that It takes too 
long to conduct assessments, publish determinations, and secure 
decontrol. The GAO further concluded, however, that _,iven the 
time It now takes to complete the key phases of the process. 
Commerce would have to expedite Its research and Improve Its 
process for making f I n.-i I determinations nncl publishing thrm In 
the Federal Register, If it Is to meet the deadlines contained In 
the proposed legislation, (pp. 18-25/GAO Draft Report) 



ENCLOSURE 
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D oD Post t Ion : Concur. Recently the OFA has been regularly 
notifying DoD ' s Defense Technology Security Administration (DTSA) 
of the Initiation of a foreign availability assessment. This 
will help to avoid later technical differences, which arc the 
major cause of delays. In the past, the lack of notification 
precluded the DoD from providing timely assistance In the 
preparation of the Initial assessments. 

The statutory requirement to complete a foreign availability 
study within 90 days, however. Is unrealistic. Moreover, the DoD 
does not support the cited legislation before the Congress 
because of the Inherent danger of approving for export a 
strategic commodity without thorough analysis and consultation, 
which may require more time than that legislation would allow. 



FINDING C : I nformation Sharing Needs To Be Imp rove d,. 
The GAO reported that the Act directs the following: 

- that each Federal agency, with export control respons I b I I 1 1 I cd , 
furnish Information to Commerce i.<ncerning foreign availability 
consistent with the protection of Intelligence sources and 
methods; and 

- that Commerce, upon request or where appropriate, furnish those 
agencies with Information It gathers and receives concerning 
foreign availability. 

The GAO found, however, that neither Commerce nor Defense fully 
shares Its evidence In the consultation process. Specifically, 
the GAO noted that Commerce, In consulting with other agencies or, 
Its draft assessments, provides neither supporting documentation 
nor a summary of such documentation. The GAO further noted that, 
according to Commerce officials, the DoD can examine the 
supporting documentation at Commerce offices. 'While 
acknowledging Commerce has, on occasion, advised them the 
Commerce files were available for Inspection, the GAO reported 
that, according to DoD officials, they lack the resources to 
examine the Information at Commerce and want Commerce to provide 
them with photocopies of source documentation,. The GAO also 
found that, In the DoD comments on Commerce draft assessments, 
the DoD does not provide supporting documentation for Its 
position. The GAO noted that, according to Defense officials. 
Information-sharing could be Improved by both parties, but the 
DoD Is unwilling to open Its complete files to Commerce. 
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The GAO reported that, when Initiating an assessment. Commerce Is 
Instituting a practice of notifying other agencies and requesting 
any Information that may relate to It. The GAO concluded that 
this Is an Important step toward Improving the assessment 
process. The GAO further concluded that such Initial 
notification will a i so help augment Commerce resources, which 
will be particularly Important In processing thorough assessments 
in a timely manner. Nevertheless, the GAO concluded that 
Information-sharing needs to be Improved further to allow for 
full consideration of the evidence during the consultation 
process. (pp. 25-28/GAO Draft Report) 

Do D Position : Concur. The DoD has already approached the DoC to 
establish a procedure for sharing Information (See the attached 
copy of July 22, 1987 letter from the Deputy Under Secretary of 
Defense (Trade Security Policy) to the Assistant Secretary of 
Commerce for Trade Administration which addresses this issue). 
Aside from Initial notification of upcoming foreign availability 
assessments, however, the DoD still does not receive from the DoC 
any Indication as to what specific Information has been or will 
be used to support the assertions made and conclusions reached in 
Its preliminary foreign availability assessments. 

In addition, the DoD contends that the Technical Advisory 
Committees (TACs) should also be required to provide their 
supporting documentation for review. (The statutes presently 
require such documentation from a TAC when It Initiates a 
"certification" of foreign availability.) 

Finding D: Commerc e Re g ulations Do Not F u I I v Spec Lf.y_Wha.t_ 
Informati on Wi I I Satisfy I ts Cr I ter I a.. F.Qr_.De.t-J_-_LQfl-_O.C_l-ga-. 
Ava I labl I I tv. The GAO reported that there are four criteria, 
each of which must be met, to establ I sh foreign aval labl I ity. 
Specifically, the GAO reported that a "freely available" foreign 
product must be : 

- "of non-U. S. origin," or not subject to U.S. export or 
re-export controls; 

- "of comparable quality," or substantially similar to a 

U.S. -origin I tern In function, technological approach, performance 
thresholds, maintainability and service life, or any other 
attributes relevant to the purposes for which controls were 
placed on that commodity; 

- "aval lable-ln-fact , " or obtained by one or more of the 
proscribed countries; and 

- "in sufficient quantity," or ava I I able- I n-f act to the 
proscribed countries In quantities sufficient to satisfy their 
needs so that U.S. exports would not make a significant 
contribution to the military potential of such countries. 

ENCLOSURE 
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In the cases it reviewed, comprising more than one-third of the 
final or draft assessments prepared by Commerce, the GAO found 
that Commerce used a variety of evidence to support Its 
assumptions of what satisfied each of the above criteria. The 
GAO observed that, generally, the evidence used was probably 
realistically available and consistent with the Information 
Identified as acceptable In the Act. The GAO noted, however, 
that the regulations do not fully and explicitly state what 
Information may be considered by Commerce in making foreign 
availability determinations, although they do Identify other 
Information that may accompany foreign availability submissions. 
The GAO further noted the regulations do not Identify other 
Information or factors that could be considered In assessing 
foreign availability . The GAO cited (as an example of evidence 
In use. In comparison to Commerce regulations) that. In 
establishing comparable quality. Commerce has used manufacturer 
brochures, end user accounts, ana Industry studies to examine 
functional equivalence. (The GAO noted, however, that functional 
equivalence Is only one of the elements contained In the Commerce 
definition of comparable quality.) The GAO also examined DoD 
evidence In two of the six cases to which Defense had responded 
through July 15, 1987. The GAO reported that, In these two 
cases. Defense disputed the preliminary Commerce determination. 
The GAO concluded that the DoD evidence was Inconclusive, based 
primarily on engineers' knowledge and anecdotal information. The 
GAO generally concluded that, by providing more complete guidance 
In Its regulations. Commerce will help enhance the quality of 
data or analysis provided by other agencies. (pp. 29-33/GAO 
Draft Report) 

D pD Positio n: Partially concur. The DoD contends that the use of 
functional equivalence to establish the criterion of comparable 
quality to the exclusion of relevant parametric values Is one of 
the major causes of technical disagreements between the DoD and 
the DoC. The language In the Export Administration Regulations 
(EAR) should require the DoC to compare all products on the basis 
of their operational specifications, as well as their 
technological approach, performance thresholds, maintainability 
and service life, to establish the criterion of comparable 
qua I I ty . 

in addition, the DoC use of large scale production or 
utilization of the product in the Soviet Bloc's civilian economy 
as evidence to argue that military needs have been or could be 
met Is another practice where DoC Initial draft assessments are 
lacking In qualitative and quantitative data. One of the primary 
reasons for the DoD objection to this practice Is that the DoC 
does not provide Its evidence for Inspection, nor doer. It comp.ir .• 
that evidence with typical largo scale production 
techniques/timetables of technologically advanced Western 
nations. Without providing this evidence for Inspection, the 
sufficient quantity criterion of the Export Administration Act 
(EAA) Is not being given serious quantitative analysis. 

ENCLOSURE 
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See comment 1 



The DoD does not, however, agree with the GAO conclusion 
that Its evidence was inconclusive. The material used by the DoD 
In preparing Its position on the two cases In question was based 
on Input from highly qualified technical consultants to the U.S. 
Government and the engineering and scientific expertise of the 
highly qualified DoD staff. Further, the DoD does not consider 
the evidence to be "anecdotal," as claimed by the GAO. 



RECOMMENDATIONS 



RECOMMENDATION 1: The Secretary of Commerce direct the Assistant 
Secretary for Trade Administration and the Secretary of Defense 
direct the Deputy Under Secretary for Trade Security Policy to 
establish procedures for complete Information-sharing consistent 
with the 1985 act. (p. 28/GAO Draft Report) 

DoD Pos I t Ion : Concur. Any new procedures, however, should be 
consistent with the already established procedure outlined In the 
abovement loned letter from the Deputy Under Secretary of Defense 
Trade Security Policy) to the Assistant Secretary of Commerce for 
Trade Administration (see attachment). 

RECOMMENDATION 2: The Secretary of Commerce direct the Assistant 
Secretary of Trade Administration to amend Commerce's foreign 
availability regulations to fully and explicitly reflect the 
guidance provided In the Export Administration Amendments Act of 
1935 as to what factors Commerce may use In determining foreign 
availability, as well as specify other evidence Commerce has 
found helpful In making such determinations. (p. 33/GAO Draft 
Report ) 

POP PQSl t I.Q.Q: Concur. A Joint agreement on foreign availability 
criteria would be of major Importance to timely foreign 
availability determinations. The DoD representatives are ready 
to meet with Commerce representatives on this matter. 



ENCLOSURE 
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orrict or the under secretary or defense 

WASHINGTON. D C. 20)01-2000 

2 2 JUL 1987 

«.iic» In reply refer to: 

1-13889/8? 

honorable Paul Freedenbefg 
Assistant Secretary for Trade 

Administration 
U.S. Department of Commerce 
Washington, D.C. 20230-0001 

Dear Paul : 

Your letter of July 8, 1987, requesting my assistance in 
obtaining technical information relevant to foreign availability 
studies was of considerable surprise to roe. 1 am acquainted with 
the requirement of the Export Administration Act that requires 
federal agencies, including the Defense Department, to provide 
technical information to the Office of Foreign Availability. 
Therefore, my 6taff have had instructions for sometime to be 
fully cooperative with your Foreign Availability Office. 

After looking into the specifics of your letter, 1 am satis- 
fied that ny staff is working within the guidelines that 1 have 
established, and to which your Director of Foreign Availability 
has agreed to, for providing Defense Department technical support 
for foieign availability 6tudies. The agreement , simply stated, 
i6 that the Office of Foreign Availal ility will provide a written 
request for information to my Director of Strategic Trade. My 
staff will then provide this information to your foreign avail- 
ability 6taff 86. an official Defense Department response. 

1 believe this procedure is consistent with the intent of 
the Act. There is one further issue raised by your letter. This 
concerns the allegation that requests made by your foreign avail- 
aiblity 6taff for information from Defense Department agencies, 
euch as the Naval Research Laboratory, have been regularly refused. 
To the best of my knowledge, and that of my staff, we have received 
few, if any, written request for such information. However, let 
me assure you that all such requests will be honored according to 
agreement. 

] trust this has acted to clarify your concerns. Please let 
me know if 1 can be of further assistance. 

Sincerely , 

l>i . St eplii-n P. lit yen 

Deputy Under Secretary 

Trade Security Policy 
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GAO Comment 



1 . Defense disagrees with our characterization of its evidence. We agree 
that the term "anecdotal" is too vague and have revised our characteri- 
zation accordingly. However, we continue to believe that Defense's evi- 
dence in support of its positions on the two cases we reviewed was 
generally inconclusive. 



«U,S. G.P.O. I09?-201-?lt9!602it9 



(483428) 
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